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Introduction

A virtual lab, in the context of cybersecurity, is an isolated, simulated computing environment that
replicates real-world network infrastructure, operating systems, and applications within a host
machine. It is a fundamental tool for both cybersecurity students and professionals, providing a
safe, sandboxed space to practice, learn, and experiment without risking damage to production
systems or violating legal statutes.

For students, a virtual lab offers hands-on experience with tools and concepts—such as
penetration testing, malware analysis, forensic investigation, and secure configuration—that are
crucial for developing practical skills. For professionals, it is an essential environment for threat
intelligence analysis, simulating attacks to test defenses (red team/blue team exercises), reverse
engineering malicious software, and conducting vulnerability research in a controlled,
non-disruptive setting.

This report details the steps taken to create a functional virtual home-lab environment. This
environment was constructed using VMware Workstation Pro 17.5 installed on a Windows 10 x64
host machine. The lab infrastructure consists of three primary virtual machines (VMs): Parrot
Security OS (Linux), Windows 11, and Windows Server 2022. The subsequent sections of this
report provide a step-by-step procedure outlining the acquisition, installation, and configuration
process for the virtualizer and each guest operating system to establish a foundational and
versatile cybersecurity practice environment.

Procedure

Step 1: Download Virtualizer & Operating Systems

The initial steps for setting up the environment involve downloading the VMware Workstation
Pro 17.5 virtualizer for the Windows 10 x64 host machine, and acquiring the necessary ISO image
files for the target Operating Systems, which are Parrot Security (Linux), Windows Server 2022,
and Windows 11.

B B B - | vrRuaLuzanon
File Home Share View
&« > v 1 B Downloads » PROGRAMS > VIRTUALIZATION
Mame Date modified Type

# Quick access
B VMware Workstation Full 17.5.1-23298084.exe /10 Application

l JEFFREY

Downloads
E Documents
B work

4items |

i7 Parrot Security 6.3.2 amdbd.iso 9 02512:28 an WinRAR archi
dows 11 (Consumer Edition) Version 24H2 x... - :30 pn WinRAR archi

Windows Server 2022 x64.iso 9,07/ WinRAR archi
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Step 2:

Install Virtualizer on Host Machine (Windows 10)

To install VMware Workstation Pro 17.5, first Launch the EXE file, Read and accept the License
Agreement, and then proceed through the Setup Wizard to configure the installation; specifically,
ensure “Enhanced Keyboard Driver” is not selected, but “Add VMware Workstation console
tools into system PATH” is selected. For User Experience Settings, “Check for product updates

9
|

on startup

s selected for security, but “Join the VMware Customer Experience Improvement

Program” is not selected, and shortcuts are only created in the Start menu. After these
configurations, click "Install”, then select the “License” button on the "Completed" dialog, Enter
the license key, and finally click the “Finish” button.

18 VMware Workstation Pro Setup - X 2 VMware Workstation Pro Setup - X 18 VMware Workstation Pro Setup - X
- End-User License Agreement End-User License Agreement
;";‘00""; torshe VMware Workstation Pro Piease read the folowing license agreement carefully. Please read the folloing license agreement carefully.
up Wizai
WORKSTATION v
PRO™ SRUER CoSTOmER S CoSw CREDENTACS
~ ~
VMWare MEANS VMWARE LLC. 4 DELAWARE LIMITED
The Setup Wizard will install VMware Workstation Pro on your LIABILITY COMPANY. IF THE BILLING ADDRESS FOR THE
computer, Click Mext to continue o Cancel to exit the Setup VMWARE GENERAL TERMS ORDER IS IN THE LNITED STATES, OR VMWARE
Wizard, INTERNATIONAL UNLIMITED COMPANY, A COMPANY
Last updated: November 22 2023 ORGANIZED AND EXISTING UNDER THE LAWS OF IRELAND,
IF THE BILLING ADDRESS FOR THE ORDER IS OUTSIDE THE
By downloading or using an Urrering Customer agrees to be UMNITED STATES, EXCEFT IF THE SILLING ADDRESS FOR
g THE ORDER IS IN THE UNITED KINGDOM, AUSTRALIA, OR
bound by the terms of the Agreement. NEW ZEALAND OR THE PAGIFIC ISLANDS, IN WHICH CASE
6 VMWARE MEANS THE APPLICABLE ENTITY IDENTIFIED IN
Copyright 1998-2024 VMware, Inc. Al rights reserved. This 1. OFFERINGS THE VMWARE ENTITIES
product is protected by U.S. and international copyright and MW VMWARE COMIAG
intellectual property laws. YMware products are covered by = res mEnse ann roses — -
one or more patents listed at:
l ccept the terms in the License Agreement A1 accept the terms in the License Agresment
Cancel Print Back Cancel print Back
15 VMuware Workstation Pro Setup - X # YMware Workstation Pro Setup - x P VMuware Workstation Pro Setup - x

Custom Satup

Select the installation destination and any additional features.

Install to:
C:\Program Fies (x85) WMuware\VMware Workstation)

[Enhanced Keyboard Driver (@ reboot il be required to use this feature)
This feature requires 10V on your host
d VMware Workststion console tools into system PATH

Change...

User Experience Settings

Edit default settings that can improve your user experience.

heck for product updates on startup

When VMware Workstation Pro starts, check for new versions of the application
and installed software components

[ 30in the VMware Customer Experience Improvement Program

iy
(“CEIP”) provides VMware with information that enables
\VMware to improve its products and services, to fix

problems, and to advise you on how best to deploy and use
our products. As part of the CEIP, VMware collects technical .,

10

Learn More

Shortcuts
Select the shorteuts you wish to place on your system.

Create shortauts for VMware Workstation Pro flthe folowing places:

11

[eskion

Start Menu Programs Folder

12

Cancel

45 VMware Workstation Pro Setup - X

Ready to install VMware Workstation Pro

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel

Cancel
5 VMware Workstation Pro Setup - X

Installing VMware Workstation Pro

Please wait while the Setup Wizard installs VMware Workstation Pro.

Status: Installng virtual network drivers.
I

Back Hext

45 VMware Workstation Pro Setup - X

vmware

WORKSTATION
PRO™

Completed the VMware Workstation Pro Setup
Wizard
Click the Finish button to exit the Setup Wizard.

Press the License button below if you want to enter a license
key now.

14

5 VMware Workstation Pro Setup

Enter License Key

This dialog allows you to save your producticense key

- 18 VMuware Warkstation Pro Setup

vmware'
WORKSTATION

‘Wizard

License Key Format: J000(X0000(I0000( 00000000

Enter your bcense key, or Skip to leave this field blank and enter it later.

PRO™

Completed the VMware Workstation Pro Setup

Click the Finish button to exit the Setup Wizard.
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Step 3: Install Parrot Security (Linux) Operating System

The process involves first launching VMware Workstation Pro 17.5 and creating a Parrot
Security (Linux) virtual machine by selecting Custom (advanced) configuration, Workstation
17.5x compatibility, and choosing Linux with Debian 12.x 64-bit. Key specifications include
naming the VM (Parrot_Security), configuring 1 processor/2 cores, allocating 4096mb of
memory, selecting Use Network Address Translation (NAT), and setting up a new SCSlI virtual
disk with 20GB maximum size, split into multiple files, and named (Parrot_Security.vmdk).
Following creation, the installation is set up by selecting Try/Install, launching the OS installer,
choosing the geographical location (Lagos, Nigeria) and US keyboard layout, selecting Erase Disk
for partitioning, specifying user credentials, confirming the Summary, and proceeding to the
installation until the machine restarts for login.

File Edit View VM Tabs Help

Library

WORKSTATION PRO 17

® )

Create a New

Open a Virtual
Virtual Machine Machine

vmware

Welcome to the New Virtual

WORKSTATION  Machine Wizard

% PRO
Connect to a
Remote Server

1 ; What type of configuration do you want?

Connect to a
O Typical (recommended)
Create a Workstation 17.5.x virtual

‘! machine in 2 few easy steps.

(® Custom (advanced)

Create a virtual machine with advanced
options, suich a5 a SCSI controler type,
virtual disk type and compatbility with
older VMware products.

Remote Server

3

Cancel

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine? 4

Virtual machine harca il CoNESTETeY
Hardware compatibiitll [Workstation 17.5.x ”
Compatible with:

Compatible products: Limitations:
Fusion 13.5.x 128 GB memory
Workstation 17.5.x 32 processors
10 network adapters
8 TE disk size

8 GB shared graphics memary

Help

< Back I Next > I Cancel

Guest Operating System Installation
A virtual machine s like a physical computer; it needs an operating
system. How wil you instal the quest operating system?

Install from:

Installer disc:

Mo drives available B

(®) Installer discimage file (s0):

\ C:\Users\JEFFREY\Downloads \PROGRAMS\IRTUALIZ v‘ Browse...

/A Could not detect which operating system is in this disc image.

()1 willinstall the operating system later.
The virtual machine will be created with a blank hard disk.

4

Help < Badk I Next > l Cancel

Select a Guest Operating System
Which operating system wil be installed on this virtual machine?

Guest operating system
() Microsoft Windows

(@) Linux
() VMware ESX
() Other

Version
Debian 12.x 64-bit ~

9

Help < Back l Next > I Cancel
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Select a Disk
Which disk do you want to use?

23

Specify Disk Capacity
How large do you want this disk to be?

Disk.
(®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

Maximum disk size (GB): 20,0 =

25

Recommended size for Debian 12.x §4-bit: 20 GB

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(0) Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.

24

[ Allocate all disk space now.
Allocating the full capacity can enhance performance but requires al of the
physical disk space to be available right now. If you do not allocate al the space
now, the virtual disk starts small and grows as you add data o it.

(®) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

26
27

Specify Disk

Disk file
A 20 GB virtual disk be created using multiple disk fles. The disk files will be

automatically n

Where would you like to store the disk file?

rtual ne X Vew Virtual Machine X lew Virtual Machine Wiza X
Name the Virtual Machine Processor Configuration Memory for the Virtual Machine
What name would you like to use for this virtual machine? Specify the number of processers for this virtual machine. How much memary would you like to use for this virtual machine?
\Virtual machine names ll Processars iﬁgeﬂfm i?é‘;.“e”i?i"ﬂfs"‘“” allocated to this virtual machine, The memary size
Parrot_Security = —
Number of cores per processor 1: 2!35 Memory for this virtual machine: 40%6 T MB
Location: S
Total processor cores:
C:\Jsers\JEFFREY\Documents \Virtual Machines\Parrot_Security | Browse. .. 15GB
8GB W Maximum recommended memory:
The default location can be changed at Edit = Preferences, 4c8 4l 9.7GB
2GB
168 B Recommended memory:
512 MB
2% MB
128 ME
&4 ME Guest OS recommended minimum:
2 ME 1GB
16 ME
&MB
4MB n
4 —1 16
12 1 5
|
< Back I Next > ‘ Cancel Help < Badk I Next > I Cancel Help < Back Next > Cancel
rtual X Ve a * New Virtual Machine Wizard had
Network Type Select 1/0 Controller Types Select a Disk Type
What type of network do you want to add? Wihich SCST controller type would you like to use for SCSI virtual disks? What kind of disk do you want to create?
Network connection 1/0 controller types virtual disk type
() Use bridged netwarking SCSI Controller: () IDE 6
Give the guest operating system direct access to an external Ethernet . (Notavailable for 645it quests l
network. The guest must have its own IP address on the external network. Buslogic (4 Er=g l 9 @®scst Recommended)
(®)L5ILogic (Recommended) () saTa
(®) Use network address translation (NAT) o
Give the guest operating system access to the host computer's dial-up or O 15T Logic 5AS e
external Ethernet network connection using the host's IP address. (O Paravirtuslized SCST
() Use host-only networking
Connect the guest operating system to a private virtual network on im
computer,
(O Do not use a network connection
18 20 22
Help < Back | Next > I Cancel Help < Badk Next > I Cancel Help < Back I Next > | Cancel
rtual n had Ve achine * New Virtual Machine Wizard had

File

28

amed based on this file name.

Browse...

29

Help

< Back I Next > —| Cancel

Help < Badk I Next > l Cancel

Help

< Back

T |

Cancel

Virtual Lab: Setup & Configuration



Jeffrey O | Cybersecurity Analyst

e}

File

New Virtual Machine Wizard *
Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Debian
12.x 64-bit.

The virtual machine will be created with the following settings:

MName: Parrot_Security ~
Location: C:\Users\JEFFREY \Documents \Virtual Machines\Parr...
Version: Workstation 17.5.x

Operating System: Debian 12.x 64-bit

Hard Disk: 20 GB, split

Memary: 2048 MB

Metwork Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USE Controller, Sound Card v

Customize Hardware. ..

30

user's Home

Install Debian

README

Location

Keyboard
README i

Partitions

mmary
Install
Finish.

(InstaliDebia Region: | Afica ~ | zone: Lagos

The system language will be set to American English (United States). Change.

The numbers and dates locale wilbe set to English (Nigeria. Change.

Cancel

© VMware Vitual 19

Erase di
TH A daita o dat caretly pracan onth salected hoage devicn

o Swap

Manual partitioning
o0 can create of esize partitions yoursell.

Summary
Encrypt system
Install
Curent

Finish 8 Unpartitoned space or urknown partiton table

@ Permot

Boot loader location: | Master Boot Record of VMware Virual s (devisda) =

Cancel

Edit View e =]

Parrot_Security

mputer [rj Parrot_Security

Hrd Disk (5C
D (SATA)
tk Adapter
USB Controller
Sound Card

Display

~ Description

Configuration fil

Hardware compatibility:
Primary IP address: Network inf

ied applicat

to the C
Welcome (Lorikeet)

for Parrot OS 6.3

Location

This computer does ot satsfy some of the recommended reqirements for instaling Parrt 6.3
Keyboard nstallation can continue, but Some features might be disasled.

Partitior

American English

EParot 05 support 3] Belease notes

cancel

Keyboard Model: |Generic 105-key PC

gkha
Englsh (Australion)
Engish [

installDebia/ gt chan)
Englah (Souh Aica
Englih (06)

(Dvorak. right.nanded)

Cancal

Whatis your name?

ety

What name do you wan o use tolog in?
Welcome ferrey
Location What i the name of tis computer?

T —
Keyboard lefrey Parotos |
hoose  password to keep your account safe,
Partitions = - —

Log in utomatically without askingfo th password

Summary
Install

Finish

Cancel
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Keyboard

Welcome to Parrot OS

Set keyboard model
Set keyboard layout

Partitions
&

The all-in-one'framework for Cyber Security,
Software Development and Pfivacy Defense.

All done.

jeffrey's Home
README.license

Trash

m
Ment
am Menu

Step 4: Install Windows Server 2022 Operating System

To create and configure a Windows Server 2022 virtual machine using VMware Workstation
Pro 17.5, first launch the hypervisor and select Custom (advanced) configuration, choosing
Workstation 17.5x compatibility, BIOS firmware, 1 processor with 2 cores, 4096mb of memory,

Virtual Lab: Setup & Configuration 7
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Use Network Address Translation (NAT) networking, Paravirtualized SCSI controller, and a new
SCSiI virtual disk of 30GB split into multiple files, named WindowsServer2022.vmdk. Next, in the
VM's Settings, configure the CD/DVD (SATA) drive to Use ISO Image file with the Windows
Server 2022 image, selecting SCSI 0:1 under Advanced settings. Power on the VM and proceed
with the installation, choosing Windows Server 2022 Standard Evaluation (Desktop
Experience), accepting the license terms, selecting Custom installation, setting up the drive,
creating a password, and logging into the Desktop before shutting down. Finally, re-enter the VM's
Settings and change the CD/DVD (SATA) drive to Use physical drive for post-installation setup.

File Edit View VM Tabs Help File Edit View VM Tabs Help

WORKSTATION PRO 17

Welcome to the New Virtual
WORKSTATION  Machine Wizard

® K} P 17
1 What type of configuration do you want?

Create a New Open a Virtual Connect to a Connect to a
Virtual Machine Machine Remote Server O Typical {recommended) Remote Server
Create a Workstation 17.5.x virtual
machine in a few easy steps.

® Custom (advanced)
Create a virtual machine with advanced
options, such as a SCSI controller type,

virtual disk type and compatibiity with
older vMware products.

New Virtual Machine Wizard x New Virtual Machine Wizard = New Virtual Machine Wizard x
Choose the Virtual Machine Hardware Compatibility Guest Operating System Installation Select a Guest Operating System
Which hardware features are needed for this virtual machine? A virtual machine is like a physical computer; it needs an operating Which operating system will be installed on this virtual machine?
system. How wil you install the guest operating system?
Virtual machine hardware compatibility Install from: Guest operating system
Hardware compatibiity: |Workstation 17.5.% = I ® Microsoft Windows
Compatible with: ESX Server O Linux
No drives available (O vMware ESX
Compatible products: Limitations: O other
Fusion 13.5.x 128 GB memory
Workstation 17.5.x 32 processors Version
10 network adapters .
7B disk size O tnstaller disc image fie (so): Windows Server 2022 -
8 GB shared graphics memory R

(@ I will install the operating system later.
The virtual machine will be created with a blank hard disk.

b <ok Concel e <peck Cance b <ok Concel
MNew Virtual Machine Wizard x MNew Virtual Machine Wizard x
Hame the Virtual Machine Firmware Type Processor Configuration
What name would you like to use for this virtual machine? What kind of boot device should this virtual machine have? Spedify the number of processors for this virtual machine.

T — Firmuware type Processors
foll=: Number of cores per processar:
Location: ,
Securs Boot Total processor cores: 2
[ €:\Jsers VEFFREV\Documents i tual Machines Windansserver | | gramse...
The default location can be changed at Edit > Preferences.
< Back Cancel <Back Next > Cancel Help < Back Cancel

Virtual Lab: Setup & Configuration 8
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MNew Virtual Machine Wizard X New Virtual Machine Wizard X

Memory for the Virtual Machine

Network Type
How much memary would you like to use for this virtual machine?

Select 1/0 Controller Types
What type of network do you want to add?

Which SCSI controller type would you ke to use for SCSI virtual disks?

Specify the amount of memory allocated to this virtual machine. The memery size Network connection
must be a multiple of 4 MB.

1/0 controller types
(O Use bridged networking

SCSI Contraller:
128 GB Memory for this virtual machine: 4096 2| MB Give the guest operating system direct access to an external Ethernet
ccs network. The quest must have its onn TP address on the external network. Frlps Goae e Enihe=g)
32GB LSI Logic (Mot supparted by Windows Server 2022)
16GB (®) Use network address translation (MAT) i
EGE < W Maximum recommended memory: Give the guest operating system access to the host computer's dial-up or OlLslLogic 545 (Recommended)
sce 4l - 9.7 GB external Ethernet network connection using the host's IP address. ® Paravirtuslized 5CST
2GB
2= M Recommended memory: (O Use host-only networking
EEHE] Connect the guest operating system to a private virtual network on the host
= computer.
128 ME
& MB Guest O5 recommended minimum: T e W
2B 168
16 ME
&ME
4 ME

Help <Back Cancel Help <Back Cancel Help

< Back Next > Cancel
a * ew Virtual Machine ® ew Virtual za *
Select a Disk Type Select a Disk Specify Disk Capacity
What kind of disk do you want to create? Wihich disk do you want to use? How large do you want this disk to be?
Virbual disk type Disk. Maximum disk size (GB): 30.0 =
IDE Create a new virtual disk

o ® Recommended size for Windows Server 2022: 80 GB

@ scst A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks

O sata can easily be copied or moved on the same host or between hosts. [ allocate all disk space now.

OMMe  (Recommended) allocating the full capacity can enhance performance but requires all of the

Ou " tual disk physical disk space to be available right now. If you do not allocate all the space
EF N AT S now, the virtual disk starts small and grows as you add data to it.

Choose this option to reuse a previously configured disk.

(O Use a physical disk (for advanced users) (O store virtual disk as  single file

Choose this option to give the virtual machine direct access to a local hard @) split virtual disk into multiple files
disk. Requires administrator privileges.

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > Cancel

Help < Badk Next > Cancel

Help < Back Next > Cancel

New Virtual Machine Wizard X New Virtual Machine Wizard
Specify Disk File Ready to Create Virtual Machine
Where would you like to store the disk file? Click Finish to create the virtual machine. Then you can install Windows
Server 2022,
Disk file The virtual machine will be created with the following settings:
A 30 GB virtual disk be created using multiple disk files. The disk files will be

automatically named based on this file name. Mame: WindowsServer 2022 ~
Location: C:\Users\IEFFREY\Documents \Virtual Machines\Wind. ..
WindowsServer 2022, vmdk = Version: \orkstation 17,5.x
Operating System: Windows Server 2022
Hard Disk: 30 GB, Split
Memory: 4036 MB
Metwork Adapter: NAT
Other Devices: 2 CPU cores, CD/DVD, USE Controller, Sound Card v

Customize Hardware. ..

e <Bck concel

<ok Conc
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Hardware  Options

o) Device Summary Device status
File Edit View UM Tabs Help =) ) EIMemory 468
Processors 2 Connect at power on
b X -
Library [P ——— [E=2Hard Disk (SCST) 306GB . .
i o Netwark Adapter NAT (O Use physical drive:
l_'|:| WindowsServer2022 =
F=]usB Controler Present e
<)) Sound Card Auto detect
ipisplay Auto detect @ se 150 image fle:
[ co\sers\pEFFREY\Powrloads PROGRAMSWIRTUAL ~ | [ Bromse. .
Advanced.
virtual device node
J Osata
ATA)
SATAO:1 CD/DVD (SATA)
Network Adapter ==
Use @ scst
und Card scsl 0:1 ~
OmE
IDE(
Troubleshooting
[Legacy emuiation
oK Cancel Help
~ Virtual Machine Det:
Configuration fik
Hardware compatibil
Primary P address: N g Add, Remave
ok Cancel Help

©
Fle Edt View VM Tabs Help || D > 0B85 (=)

[ramm—-y

E
Fle Edt View W

tibrary [rr——y

i Wicrosoft SeverOperating ystem Stup.

& Microsoft

Lange

Time and currency format. T

[Rr——— |

[ ———— and lck "Nt to coninue

-

B b s eyeboies Fnshed instal 1Finshed instaling

9 Clckin e v sreen | compute, hen oo ae
ereroies

. s 1 =
7 o Fries s e insaing

o irectinput o tis M, cickinside o press Cu

(&) o MicrosftSever Operating System Setup

4 Microsoft Server Operating System Setup. Select the operating system you want to install

Operating system Architecture  Date modified

" Windows Serer 222 Sandord Eclution 330
& Microsoft

Windows Server 2022 Datacenter Evaluation 3372022
Windows Server 2022 Datacenter Evaluation (Desktop Experi 332022

Install now Description:
This option installsthe full W Icanbe

useful if you want to use the Windows desktop or have an app that requires t

pair your computer

1¢ lecting information ft Server Operating

Virtual Lab: Setup & Configuration
10
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& & Microsoit Server Operating System Setup.

& i Microsoft server Operating System Setup

Applicable notices and license terms Which type of installation do you want?

YOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW.

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
Please read the full license terms provided at (aka.ms/useterms). s

application:
The fils settings, and applications are moved tothe new operatingsystem with this cption. This

IMPORTANT NOTICE option s oy availzble when a supported version of the operating system i alrs

Diagnostic and Usage Information. Microsoft collects this information the computer.

over the Interet to help keep Windows secure and up to date, Custom: Install Microsoft Server Operating System only (advanced)

troubleshoot problems, and make product improvements, and may The files, settings, and application: Bt g,c;:{ah'\q: stem with this option. If

associate the information with your organization. Microsoft server Yol want to make changes t patitons and drive emputer oring the nstallation d

operating systems can be configured to tum diagnostic data off, send We recommend backing up your fils before

Required diagnostic data, or send Optional diagnostic data. The default

setting s to send Required diagnostic data. Required diagnostic data

includes information to help keep the device secure, up-to-date, and

working as expected.

accept the Microsoft Software License Terms. I an organization i icensing it, 1 am authorized
bind the organization.

cting information P Installing Mi g information 2 Installing Mic

& Microsft Server Operating System Setup o Microsoft Server Operating System Setup

Where do you want to install the operating system? Installing Microsoft Server Operating System

Status
Name Toulsze  Freespace Type

45 DiivePartiion 1:System Reserved 1000 M8 880MB System

Operating System files
ready forinstallation (0%)
stures

|z Drive0 Partition2 2968 2968 Primary

nstalling updtes

Finishing up

9 Refresh

3 Load driver

information P Installing Microsoft Ser ft Server Operating System

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

3¥6

Sunday, October 12
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Administrator
D

Step 5: Install Windows 11 Operating System

To create a Windows 11 virtual machine, first launch VMware Workstation Pro 17.5 and select
“Create New Virtual Machine,” choosing Custom (advanced) configuration and Workstation
17.5x compatibility. Configure the guest OS as Microsoft Windows 11 x64, name the VM
(Windows11), select Only the files needed to support a TPM are encrypted, use UEFI
firmware, and assign 1 processor with 2 cores and 4096mb of memory. Select Use Network
Address Translation (NAT), Paravirtualized SCSI for the controller, SCSI disk type, and Create a
new virtual disk with a maximum size of 30GB, splitting the disk into multiple files named
(Windows11.vmdk), then finish. Next, right-click Windows11, go to Settings, select CD/DVD
(SATA), choose Use ISO Image file, browse to the image location, and in Advanced Settings,
select SCSI 0:2. Power on the VM, complete the Microsoft 11 Setup by selecting language,
inputting the Product Key, accepting terms, setting up drive allocation, and clicking Install. Finally,
configure the OS by selecting country and input method, setting up a network, choosing Set up
for personal use, creating local user credentials, and accepting Privacy Settings, then shut down
the system and return to Settings to select Use physical drive for the CD/DVD (SATA) device.

) BN [E o

New Virtual Machine Wizard

WORKSTATION PRO 17

vmware' Welcome to the New Virtual
WORKSTATION  Machine Wizard

PRO”
1 ; What type of configuration do you want?

(O Typical (recommended)

® ) 2

Create a New Open a Virtual Connectto a
Virtual Machine Machine Remote Server

Connect to a
Remote Server

Virtual Lab: Setup & Configuration 12
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MNew Virtual Machine Wizard

X New Virtual Machine Wizard

Virtual machine hardware compatibility

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Guest Operating System Installation

A virtual machine is like @ physical computer; it needs an operating
system. How will you install the quest operating system?

X MNew Virtual Machine Wizard

Select a Guest Operating System

Which operating system wil be installed on this virtual machine?

Install from: Guest operating system
Hardware compatibiity: | Workstation 17.5.x i i ’
Installer disc: (® Microsoft Windows
Compatible with: ESX Server O Linux
Mo drives available (O vMware ESX
Compatible products: Limitations: (O other
Fusion 13.5.x 128 GB memory
Workstation 17.5.x 32 processors Version
10 network adapters .
3 TB disk size O Installer disc image fie so): Windows 11 x64
8 GB shared graphics memory Browse...
(®) I willinstall the operating system later.
The virtual machine will be created with a blank hard disk.
el <ok Canecd e <badk Cancd el <ok Canecd
New Virtual Machine Wizard had = rt e Wiza New Virtual Machine Wizard
Name the Virtual Machine Encryption Information Firmware Type
What name would you like to use for this virtual machine? How would you like to encrypt this virtual machine? What kind of boot device should this virtual machine have?
S — This Guest OS requires an encrypted Trusted Platform Module to operate. Firmware type
Windows11 BIOS
ndens | our files will be encrypted using @ passward you must set. This password fs stored in
the systems credential manager. Keep a copy of the password in a safe place, you OlV=21
Location: can not start this VM without it.
[]secure Boot
‘ C:\Users\JEFFREY\Documents \Virtual Machines\Windows 11 | T
Choose Encryption Type
The defailt location can be changed at Edit > Preferences.
O all the files (.vmdk, .vmx, etc) for this virtual machine are encrypted.
® Only the fles needed to support a TPM are encrypted. (.nvram, .vmss,
VMEM, ,VMX, .vmsn)
Passiard || conv
Confirm Password ‘
Remember the password on this machine in Credential Manager
<ok ol oot | [ets | [ oo <ok ol
New Virtual Machine Wizard had New Virtual Machine Wizard X New Virtual Machine Wizard had
Processor Configuration Memory for the Virtual Machine Network Type
Specify the number of processors for this virtual machine. How much memory would you like to use for this virtual machine? What type of network do you want to add?
Processors Specify the amount of memory allocated to this virtual machine. The memory size Network connection
. must be a multiple of 4 M.
R @ e
. - 128 GB Memory for this virtual machine: 4096 5 MB Give the guest operating system direct access to an external Ethernet
Lo T T B ot The Qucst s v 1 own T s o e exteral network.
Total : 2 =)
9] processar cares 1668 @® Use network address translation (NAT)
868 4 W Maximum recommended memory: Give the guest operating system access to the host computer's dial-up or
4ce 4l < 8.7 GB external Ethernet network connection using the host's IP address.
GB
168 B Recommended memory: () Use host-only networking
512 MB Connect the quest operating system to a private virtual netwark on the host
=l computer.
128 MB »
& MB Guest OS recommended minimum: e g
2MB 4GB
16 ME
BMB
4MB
elp <Back Cancel ek <Back Concel elp <Back Cancel
New Virtual Machine Wizard

New Virtual Machine Wizard

Select 1/0 Controller Types

1O controller types

SCSI Controller:

Buslogic (Not available for 64-bit guests)

LSI Logic  (Not supported by Windows 11 x64)
(LSl Logic sAS  (Recommended)

Which SCSI controller type would you like to use for SCSI virtual disks?

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

O mE

[OE

() SATA

O NvMe (Recommended)

Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Disk.
(®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as @ single hard disk to the quest operating system. Virtual disks
can easly be copied or moved on the same hest or between hosts.

Use an existing virtual disk
(®) Paravirtualized SCSI o g
Choose this option to reuse a previously configured disk.
(O Use a physical disk (for advanced users)
Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.
= =T e = =T cancd = =T e
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MNew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB) 640 =

Recommended size for Windows 11 x64: 64 GB

[ allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

() store virtual disk as a single file
(®) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
bt may reduce performance with very large disks.

Help < Back Cancel

New Virtual Machine Wizard X

Specify Disk File
Wihere would you like to store the disk file?

Disk file

A 30 GB virtual disk be created using multiple disk files. The disk files will be
automatically named based on this file name.

Windows 11, vmdk Browse...

Help < Back Cancel

MNew Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Windows
4.

The virtual machine wil be created with the following settings:

Name: Windows 11
Location: C1\Users\JEFFREY\Documents\Virtual Machines\Wind. ..
Version: Workstation 17.5.x

Operating System: Windows 11364

Hard Disk: 4GB, Spit
Memory: 4086 MB
Network Adapter:  NAT

Other Devices: 2 CPU cores, CD/OVD, USB Controller, Sound Card

Customize Hardware. ..

Cancel

ows11 - VMware Workstation

@ Win

File Edit View VM Tabs Help

Windows11

l_'|:| Windows11

4GB
2
Hard Disl )] 64GB
CD/DVD Autc
IAT
USB Present

detect

Sound Card Auto detect

Display Auto detect
Trusted Platform Mo Present

cription

[@ Windows11 - VMware Workstation

File Edit View VM Tabs Help

Close Tab
Mark as Favorite
Renzme..

Open VM directory
Remove

Power

Removable Devi
Pause

Send Ctrl+Alt+Del
Grab Input
Snapshot

Capture Scresn

Manage

~ Virtual Machine
a Seitings...
Configuration fik

Hardware compatibility:
Primary IP addres

Hardware  Options
Device Summary Device status B Windows11 - VMware Workstation
Connected
E=Memory 4G File Edit View VM Tabs Help
Processars 2 Connect at power on
= Hard Disk (SCS1) 6468
) covD (scsn) Using file C:\Users\JEFFREY\... Comection
o Network Adapter NAT QO use physical drive:
[)us Controller Present e
<) Sound Card Auto detect .
Ipisplay Auto detect @ se 150 image fle:
Ik, Trusted Piatform Ma...  Present [ cr\sers\EFFREY\Downloads PROGRAMSWIRTUAL | | Bronee.
Advanced
CD/DVD Advanced Settings X
Virtual device node
(OsaTA
SATA0:0
@ scst
SCS10:2 CD/DVD (SCST) ~
Ome
1DE 0:0
Troubleshooting
[tegacy emulation
Cancel Help
Add. Remove
oK Cancel Help

Install VMware Tools.

=

Windows11

l_'D Windows11

B0
Auto detect
NAT
Present
Auto detect

Auto detect

Hardware compati
Primary IP addres

=

Windows11

[_'D Windows11

Processors

Hard Disk (SCSI)

Auto detect
Auto detect

Present

Hardware compati
Primary IP address:
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™ b Hep

5 Windows 11 Setup

% Windows 11 Setup

elect language settings
ings
Language to install Engish (United States)

Language to install Engih (Uneed States)

Time and currency format  Englsh (Nigere)
Time and currency format | Engsh (oera) v

/A4 TROHES [ e g

o ctin o your computer pres

5 Windows 11 Setup 5 Windows 11 Setup

Select keyboard settings

Select setup option
Intll et s o Windows 1, epiyour P you'e stling Windows 1. ples nte your s, pps,
endstings il e
Keyboard or input method
Twould like to © Install Windows 11
O Repair my PC

Lagree everything willbe deleted including files, 3pps, and setings

Previous Version of Setup

82 Microsoft

£ Windows 11 Setup i Windows 11 Setup

Product key

The product key should be with the box the DVD came in or on your emal receipt
It looks similar o this: XXOOX-XXHKHK- XXXKK-KIH0X-X0

Applicable notices and license terms

Please read this 50 you know what youre agreeing to.

Enter Product ke Your use of this software is subject to the terms and conditions of the license agreement by

W26IN-WFGWK-YVCIB416CO-TE36X which you acquired this software. If you are a volume license customer, use of this software
iis subject to your volume license agreement. You may not use this software if you have not
validly acquired a license for the software from Microsoft or its licensed distributors.

Your product key works! Con

don'thave s product
Privacy statemer
85 Microsof

Decine | [ Accept
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& Windows 11 Setup

 Windows 11 Setup

Select location to install Windows 11

Ready to install

Vouwen't be C during instalat
S Refresh Load Driver o BiingD .

To recap, you've chesen to:
X Delete Parttion o Eormat arition P = Btend Partition

v Install Windows 11 Pro

v Keep nothing
Name TowlSze  FreeSpace  Type
Disk 0 Partiion 1

1000M8  1000MB  System
Disk 0 Partition 2

16.0 MB 16.0 MB 1SR (Reserved)
Dk 0 Partition 3 63.9 6B 63.8 GB primary

Note: Certain apps and features may have additional requirements above the Windows 11 minimum system
requirements. Some features from previous versions of Windows aren't available in Windows 11

Check devics speciication)

8% Microsoft  Suppor

=

rInstalling Windows 11

Your PC will restart several times. This might take a while.

10% complete

)

Installing 33%
Please keep your computer on.

Your computer may restart a few times.

Is this the right country or region?

Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

® »
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I
<
. 5 Let's connect you to a

Is this the right keyboard layout or network Y

input method?

f you also use another keyboard layout, you can add that Looks like you've lost your internet connection, which
next. you'll need to continue setting up your device. With a

connected device, you'll get the latest features and

security updates.

If you need to install a network adapter driver, download
it from your device manufacturer’s website or from the
maker of your network adapter.
Canadian Multilingual Standard
A 0 Nevork

Connected

Colemak

English (India)

Irish

Who's going to use this device? Create a super memorable
password

You'lluse this name to sign in to your device.
Make sure to pick something you'll absolutely remember.

Enter your name
Jeffreytt Enter a password

Confirm your password Now add security questions

Justin case you forget your password, choose 3 security

Enter your password one last time.
questions. Make sure your answers are unforgettable.

Password confirmation
Security question (1 of 3)

Security q

Your answer
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Choose privacy settings for your
device

This might take a few minutes.

Don't tur off your PC

il

,,,,, o - = N ; 1203 g
s L2 .Coa BD 0005 &

Conclusion

The objective of establishing a functional and versatile virtual cybersecurity lab environment was
successfully achieved. By leveraging VMware Workstation Pro 17.5 on a Windows 10 host
machine, a three-node virtual infrastructure was constructed, comprising Parrot Security OS
(Linux), Windows Server 2022, and Windows 11. Each guest operating system was meticulously
installed and configured, ensuring network connectivity via NAT and optimal resource allocation
(4096MB RAM, 1 processor/2 cores). This environment is now an isolated, safe, and controlled
sandbox ready for various cybersecurity exercises, including penetration testing, network analysis,
and secure configuration practice, thereby fulfilling the foundational requirement for hands-on
skill development.

Lessons Learned

The process of setting up the virtual lab yielded several practical insights:

e Resource Management: Allocating sufficient, yet balanced, memory and processor cores
to each VM is crucial for performance. The initial attempt to run all three VMs with only
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2048MB of RAM proved sluggish, necessitating an increase to 4096MB for smooth
operation, particularly for Windows Server 2022 and Windows 11.

VMware Configuration Nuances: Specific configuration choices in VMware Workstation
Pro were essential. For Windows 11, the requirement for UEFI firmware and an encrypted
TPM (even if only supporting files are encrypted) was a necessary step that differentiates
its installation from the others. Similarly, ensuring the correct SCSI controller and disk
allocation were specified during the custom creation phase prevented potential boot
issues.

Operating System Installation Differences: The installation procedures varied
significantly. The Parrot Security (Debian-based) installation was straightforward, focusing
on user creation and disk partitioning. In contrast, Windows Server 2022 and Windows 11
required attention to specific editions (Desktop Experience for Server) and navigating the
graphical setup wizards.

Importance of Network Configuration (NAT): The consistent use of Network Address
Translation (NAT) across all VMs was the simplest and most effective way to ensure all
virtual machines could communicate with each other and the external internet, while
remaining isolated from the host machine's primary network segment.

Pre- and Post-Installation Steps: Meticulous attention to steps like changing the CD/DVD
drive setting from the ISO image file to the Use physical drive after the OS installation
was completed was vital for ensuring the VMs booted correctly from the virtual hard disk
and could access physical drives if needed later.
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